WH®OPMALIMOHHAS TIAMATKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILEHMS
HA O®PUIAAJIBHBIX UHTEPHET-PECYPCAX

C KaxabpIM TOJIOM MOJIOAECKHM B HHTEPHETE CTAaHOBUTHCS OoJiblle, a
IIKOJIBHUKM OJIHM M3 CaMbIX aKTHBHBIX IOJIb30BaTesied Pynera. Mexny Ttewm,
MIOMHMO OTPOMHOT'0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOoOIeMbl. JTa
namsTKa JOJDKHA MOMOYb Te0e 6€30MacHO HaXOUThCS B CETH.

KommnerorepHsie BUPYChI

KomnproTepHslii BUPpYC — 3TO Pa3sHOBUIAHOCTH KOMIIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIHHON 0COOEHHOCTHIO KOTOPOM SBJSIETCSI CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononneHne K 3TOMy, BUPYCHI MOTYT MOBPEANTH WM MOJHOCTBI) YHUUYTOXUTH
Bce (haiiyibl U JaHHbBIE, TOJKOHTPOJIbHBIE TI0JIB30BATENI0, OT UMEHU KOTOPOro Oblia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM JAaXKE YHUUYTOKUTH
OIIEpaIlMOHHYI0O CUCTEMY CO BceMH (paiizamu B 1eoM. B OOJIBIIMHCTBE CilydaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX IIPOrPAMM:

1. Mcrionb3yii COBPEMEHHBIE ONIEPALMOHHBIE CHCTEMBI, IMEIOLIUE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOIPaMM;

2. IlocTossHHO ycTaHaBiMBal mMmauyTd (UUQPPOBBIE 3aIlIaTKUA, KOTOPBIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C LEIbI0 JOPAOOTKH MPOrpamMMbl) U APYrue
OOHOBJIEHUS CBOEH ONEepalMOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(PUIIMATBHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHYECKOT0 OOHOBJICHUS,
BKJIKOYH €r0;

3. Pabotaii Ha cBOEeM KOMIIbIOTEpE MOJ IpaBaMy I[OJb30BATENs, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEJAOHOCHBIX MPOTrpamm
WHCTAJUIAPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcrons3yil aHTHBUPYCHBIE IPOTPaMMHBIE IPOAYKTBI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBJICHHEM 0a3;

5. Orpanunup puU3NUECKUl JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEUIHUE HOCUTENM MH(OpMALMM, TaKue Kak (iemka, IucK
WK (paiia U3 UHTEPHETA, TOJILKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBali KOMIBIOTEPHBIE (ailyibl, MOJTYYEHHBbIE W3 HEHAJEAKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MpUCIan TBOM 3HaAKOMBIN. Jlydiie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi — 310 He BHJ TIepe1aun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPEH]I,
mapka. Eme B 1991 roay HuaepiaHickash KOMITAHUSI 3aperucTpupoBaja OpeHI
"WECA", urto o0o3nayasno cioBocoueranue "Wireless Fidelity", koTopsrii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Harmiero BpeMeHu JouuIa Apyras abopeBuaTypa, KoTopast sIBIIeTCsS TaKoh
ke TexHonorueil. Ito adbpeBmarypa "Wi-Fi". Takoe Ha3zBanwe OBLJIO JaHO C
HAaMEKOM Ha CTaHJapT BhICIIel 3BykoBoi TexHuku Hi-Fi, uTo B mepeBoje o3Havaer
"BBICOKAst TOYHOCTB'.



Jla, OecriyaTHBIM UHTEPHET-AOCTYN B Kae, OTesIX U adporopTax sSBISICTCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, UTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro MnuHyto nHpOpMaIuio yepe3 obiieaoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJaTeIbHO HE BBOJUTH MApOJIU JOCTYIIA, JIOTHHBI U KaKue-
TO HOMEpa;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM Tbl 00€30IaCHILb Ce€0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun ¢pyskimro "OOuwmii focTy k daiiaam
u npuHtepam'". JlaHHas (QyHKIOMS 3aKphITa MO YMOJIYAHHIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHUs B paboTe i yuebe;

4. He wucnonws3yit nyonuunbii WI-FI nng mepegaun JUYHBIX JaHHBIX,
HaIMpUMeED JIJIS BBIXOJA B COLIMAIIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coequaenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBoaM UMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun (ynkiuio "Tloakmouenue k' Wi-Fi
aBromatudecku". He momyckail aBTOMaTW4YeCKOTO MOAKIIOUEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounaibHbie CETH

CounayibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTAIOT
U )KUBYT TaM MOCTOSIHHO. MHOTHE M0JIb30BaTeNI HE MOHUMAIOT, UTO HH(pOpMaIus,
pa3MeleHHas MU B COITMATIbHBIX CETAX, MOXKET ObITh Hal/IeHa U UCTIOJb30BaHa KEM
YTOJIHO, B TOM YHCJIE HE 00s13aTEJIbHO ¢ OJariMu HAMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATILHBIX CETX:

1. Orpanuub crucok apy3eil. Y Te0s B Ipy3bax HE JOHKHO ObITh CITyYalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammimaid CBOIO YAaCcTHYIO XHU3Hb. He ykaspiBall mapoiu, TenedOHBI,
aiapeca, JaTy TBOErO0 POXICGHUS H  JIPYTyl0 JIMYHYIO  HHGOPMAIIHIO.
3110yMBIIUICHHUKHA MOTYT UCIIOJIb30BaTh JakKe MHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3ammiImaii CBOrO peIrmyTalnio — JSP>KH €€ B YMCTOTE U 3a/1aBaii cebe BOIpoc:
XxoTen Obl Thl, YTOOBI JPYTHE TMOJH30BATEIN BUACIM, YTO Thl 3arpykaeiib?
[Togymaii, mpexie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3arPy3UTh;

4. Eciia ThI TOBOPHULIB C JIFOABMH, KOTOPBIX HE 3HAEUIb, HE UCIOJIb3YHl CBOE
pealibHOe UMS U APYTYIO JUYHYI0 MH(OPMALUK: UM, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poyee;

5. N36erait pasmenienus: Gororpaduii B MiuTepuere, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPO MOKHO ONPEACIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpamii B COIHMAIBHONW CETH HEOOXOJUMO HCIOJIB30BATh
CJIOXHBIEC TIAPOJIH, COCTOSIIUE U3 OYKB U MU(P U C KOJTUISCTBOM 3HAKOB HE MECHEE
8;

7. Jns comumanbHOM CETH, TOYTHI W JPYTHX CaUTOB HEO0OXOIUMO
WCITIOJIB30BATh pa3Hble mapoyn. Toraa eciu Te0si B3JIOMAIOT, TO 37TIOYMBITIUICHHUKH
MOJIy4aT JOCTYI TOJBKO K OJIHOMY MECTY, @ HE BO BCE Cpa3y.



DJIEKTPOHHBIE IEHbI U

DNEeKTPOHHBIE JEHBI'M — 3TO OUYEHb YAOOHBIM Crnoco0 MiaTexei, OJHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T ICHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HEIABHO M UMEHHO HM3-3a 3TOTO BO
MHOTUX T'OCYyAapCTBax A0 CHUX MOP HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke onn (yHKIIMOHUPYIOT U O HUX YK€ IIPOIKMCAaHO B 3aKOHE, I UX
pa3AesoT Ha HECKOJBKO BUAOB — AaHOHUMHbBIE U HE aHOHUMHBIE. Pa3Huna B TOM,
YTO AaHOHUMHBIE — 3TO T€, B KOTOPHIX pa3pelacTcsi MPOBOIUTH Omepanuu 0e3
UACHTU(UKAIINY TIOJIH30BATENSA, @ B HCAHOHUMHBIX WACHTH(PHUKAIUS MOJIb30BaTENS
SBIISIETCS] 00S3aTEIHHOM.

Taxxe crnemyer pasnuyaTh JJICKTPOHHBIC (HUATHBIE JEHBIU (PaBHBI
TOCY/IapCTBEHHBIM BallOTaM) M D3JIEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE pPaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PadOTe C INEKTPOHHBIMU JIEHBAMU:

1. [IpuBsxU K c4eTy MOOWIIBHBIN TeePOH. DTO CaMblil YIOOHBIN U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TenedoH MOMOXKET, €Ciu
3a0yJenb CBOM IUIaTEXHBIM MMAapojb WM 3alJelllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yii omHopasoBble maposid. llocne mnepexona Ha YCHIEHHYIO
aBTOpHU3aLMI0 TeOe yXe He OyJeT yrpokaTh ONAacHOCTb KPaKW WJIM IepexBara
IJIATEKHOTO MapOJIs;

3. Boibepu cnoxsbiii maponb. [IpecTynHukam OyaeT HE MpPOCTO yrajaaTh
CJIOXHBIN naposb. HajexxHble mapoiu — 3To NapoJiv, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MPOIMUCHBIC OYKBBI, IUPPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HAaK Jo0Jiiapa, (QyHTa, BOCKIMIATEIbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAaHHBIE HA CalTaX, KOTOPBIM HE JOBEPSIEIIb.

DJIEKTpOHHAs oYTa

DneKTpoHHas NoYTa — 3TO TEXHOJIOTHS U MPEIOCTABISEMBIE €0 YCIYTH I10
NEPECHUIKE U MOJYYECHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PaCIpeesIoTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO DIEKTPOHHBIM IMOYTOBBIM SIIUK  BBITJISIUT
CIIEYIOIUM 00pa3oM: UMsI_T0JIb30BaTENA(@UMs_JioMeHa. Takke KpoMme repeiadu
IPOCTOTO TEKCTa, UMEETCS BOZMOXKHOCTh MepeaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30MACHOM pabOTE C JIICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mNpaBWIIbHBIA TMOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUIlIEe TOBEPSAThH TEM,
KOTI'0 3HaCIlb U KTO MEPBBIA B PEUTUHTE;

2. He yxa3bIBail B TMYHON noyTe JU4HY0 nHGopmanuto. Hanpumep, nydiie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unu "pok2013" BmecTo "Temal3";

3. Wcnonp3yid ABYX3TAMHYK aBTOPHU3ALMIO. JTO KOrJa MOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil o SMS;

4. Be1Oepu CIIOKHBIN TTapotb. J{JIs KaXa0ro oYTOBOIO SIUKA JTOKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTH HAamucaTb CaMOMY CBOM JIMYHBIA BOIIPOC,
WCIIOJIB3YH 3Ty BO3MOYKHOCTb;



6. Hcnonb3yil HECKOIBKO TMOYTOBBIX SIIMKOB. IlepBblid 1y 4acTHOM
MIEPEINCKU C aipecaraMu, KOTOPhIM Thl JOBEPSEIIb. JTO AIEKTPOHHBIN aapec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha OopyMax U CalTax;

7. He otkpsiBaii (ailyibl U Apyrue BIOKEHUS B MUChbMaXx, Ja)Xe €ClIu OHU
IOPUIILTA OT TBOUX JApy3el. Jlydille yTOUHM y HUX, OTIPABJSUIM JIM OHH TeOe ATH
(baiisr;

8. Ilocne okoHuaHusi paOOThl HA IMOYTOBOM CEpPBUCE MeEpe]l 3aKpPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaXaTh Ha "Beriitu".

KuGepOymiauHr nin BUPTyaabHOE U3/1€BATEIHCTBO

KubepOynmmuar —  mpeciiemoBaHWE  COOOIICHUSMH,  COJEPIKAIIAMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIATAHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C TOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KNOEPOYIITHHIOM:

1. He Gpocaticsa B 6oii. JIydmmii crioco0: mocoBeToBaThCs Kak ceOs BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHa4aJle YCIOKOUThCA. Eciu Thi
HAaYHElIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJILKO ele OOoJbIie
Pa3oXKeINb KOH(IIHUKT;

2. Yupapisi cBoet kubeppemyTaiuei;

3. AHoHMMHOCTh B ceTu MHUMas. CyIIeCcTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIHMIraHCKUMH 00Opa3 BUPTyaJlbHOW XW3HU. WHTEepHET
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. WrHopupyil eauHuuHblii HeraTtuB. OJHOpPA30BbIE OCKOPOUTEIBHBIC
COOOIIEHHMS JTyUllle UTHOpUPOBaTh. OOBIUHO arpeccusi MPEeKpalacTcsl Ha Ha4aJIbHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIICHUSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIECHUN C
OIPENIECIICHHBIX aJPECOB;

8. Eciu ThI cBUneTens knbepOysummHra. TBOU NEeWCTBUS: BHICTYIUTh MIPOTHUB
npecieaoBaTensl, MOKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MOJJIePXKaTh KEPTBY, KOTOPOM HY>KHA TICHUXOJOTHYECKAas TMOMOIIb, COOOIIUTh
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemeHnHbIe cMapT(OHBI U MJIAHIIETHI COIEPKAT B ceO€ BIIOJTHE B3POCIIBIN
GyHKIIMOHAN, W Temepb OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMIiboTepamMu. OHAKO, CPEACTB 3aLIUTHI 1JIs1 MOJOOHBIX YCTPONUCTB MOKA OYEHBb
MaJio. TecTupoBaHUE 1 TOMCK YSI3BUMOCTEN B HUX MPOUCXOIUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ TPaKTUYECKH JIOTHAIIN
HACTOJIbHBIE aHAJOTH, OJIHAKO pacHMpeHue (QyHKIMOHala BIe4YeT 3a co0oi
OOJBIIIYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko HEe BCe MPOU3ZBOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIHE
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.



OCHOBHBIE COBETHI JJ1 0€30MTaCHOCTH MOOUIILHOTO TesnedoHa:

Hudero He sABisieTcs nmo-HacToseMy OecIulaTHbIM. Byap ocTopoxkeH, Belb
Korja tebe mpeaararT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexie uem otnpaBuTh SMS, ¢oto uiu Buaeo. Thl TOUHO 3HAEIIb,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUII MOOMITBHBIX Telle(hOHOB;

He 3arpyxaii nmpuioXeHus OT HEU3BECTHOIO MCTOYHUKA, BEb OHU MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

[Tocne Toro kaxk Thl BBIACIIL C CaifTa, T/ie BBOAMWI JHUUYHYIO MH(POPMAIHIO,
3aiiIi B HACTPOMKHM Opay3epa u ynanu cookies;

[lepuonnuecku MpoBepsii, KAKUE MIIATHBIE YCIYT'M aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBail cBOM HOMEp MOOMJIBHOTO Tele(OHA TONBKO JIOASM, KOTOPBIX TbI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nmomxeH ObITh BBIKIIOYEH, KOTJa Thl UM HE Mojb3yeuibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIE  OHJIAUH-UTPBl — O3TO KPACOYHBIE, 3aXBaTBIBAIOLIUE
pa3BiieyeHus, OOBEAUHSIONIME COTHH THICSY YEJOBEK MO BceMy Mupy. Mrpoku
UCCJENYIOT JTaHHBIA UM MHp, OOIIAIOTCS APYT C APYIOM, BBINOJHSIOT 3aJaHus,
CpakaloTCsl C MOHCTPAMHM M IIOJYYarOT OMBIT. 332 YAOBOJIbCTBUE OHHU IUIATHT:
MOKYMNAaloT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa uayT Ha NOAJEP)KAHUE U PA3BUTHE UTPhI, @ TAKKE HA camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMM, BBITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)kl TBOET0 NapoJisi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3aLlMU OOJBIINHCTBA
Urp.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Ecniu apyroit urpok Benet ceds II0X0 WM co3AacT TeOe HEIPHUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Ioxayiicst aiIMAHUCTPATOpaM UTPHI Ha TIOXOE MOBEACHHUE ITOTO UTPOKA,
KenaTelIbHO MPUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii TuuHy0 HH(GOpMaLIKIO B Ipodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIManbHbIe TATYH U MO/IbI;

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. JJaxke BO BpeMs UTPhI HE CTOMT OTKJIFOYATh aHTUBUPYC. [1oka ThI urpaemis,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WK KpaXka JUYHBIX JAHHBIX

OObIYHOM Kpaskel JEeHer U JOKYMEHTOB CETOJHS YK€ HUKOTO HE YJIUBHUIIb,
HO C Pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IEPEMECTUIIUCE B
UHTEPHET, U MPOJOJKAIOT 3aHUMAThCS " MI0OUMBIM" IEIOM.



Tak mosiBUIacH HOBas yrposa: WHTEPHET-MOIICHHUYECTBA WA (DUIITUHT,
rJlaBHasi 1EeJdb KOTOPOrO COCTOMT B MOJYYEHUH KOH(PHUICHIMAIBHBIX JTaHHbBIX
M0JIb30BATEJNIEH - TOTMHOB U maposieid. Ha anrnmiickom si3bike phishing yntaercs kak
¢bummHr (o1 fishing — peIOHast 10BIIs, password — Mapob).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cneau 3a cBOoMM akkayHTOM. Eciid Thl mojo3peBaelb, 4YTO TBOS aHKETa
OblJ1a B3JI0MaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonb3yii 6e30macHble B€O-CalThI, B TOM YHUCJIC, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnmonw3yit cloxHBIE W pa3HbIe Mapoid. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4aT IOCTYI TOJIBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JIOMaad, TO HEOOXOAMMO TMPEAYNpPETUTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE JOOABJIEHBI y T€OsI B APY3bsX, O TOM, YTO T€Os B3JIIOMAJH H,
BO3MOYKHO, OT TBOET'0 UMEHH OYJIET pacCchlIaThCs ClIaM M CChUIKUA Ha (DPUIITMHTOBBIC
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TenedoH;

6. OTKJII0YM COXpaHEHHUE TapoJIsl B Opay3epe;

7. He oTkpbiBail ¢aitibl U Apyrue BIOKEHHUS B MUChMax, JIaXe €CIU OHU
NPUIIUIM OT TBOUX Jpy3eu. Jlyuine yTouHM y HHMX, OTIPABISUIM JM OHU T€OE ATH
(baibl.

[udposas penyrauus

[{udposas perryTarus - 3T0 HEraTUBHAS WU TTO3UTHBHAS HH(OPMAITUS B CETH
o tebe. Komnpomerupytomasi nHdopMmaiusi, pa3MelieHHass B UHTEPHETE, MOMKET
CEpbE3HBIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIN (popmupyercs u3 undopmaiuu o Tede B
UHTEpHETE.

TBoe MecTo JKHTENbCTBA, Y4eObl, TBOE (DMHAHCOBOE IIOJIOKCHUE,
O0COOEHHOCTH XapakTepa M paccKasbl O OJIU3KUX - BCE ITO HAKAIUIUBACTCS B CETH.

MHorue MoApOCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOJUKAlMU JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHUMAs BO3MOXHBIX MOCIeACTBUM. Thl maxe He
CMOJKEIIb JJOTaaThCs 0 TOM, 4TO (hoTorpadus, pa3MelleHHas 5 JIeT Ha3ajl, craja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KoMmmenTapuu, pa3menieHiue TBoux GoTtorpaduii 1 Ipyrue IeHCTBUS MOTYT
HE UCUYE3HYTh JIAXKE MOCJIE TOT0, KaK Thl X YJaIUIIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty uH(GOpMaIIKIO, ToTMaJa JIM OHA B MIOMCKOBBIE CUCTEMBI U COXPAHWJIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKpY’KaIoIIue JII0IU, KOTOpble HAMAYT U YBUIAT
sT0. Hailtn uHpopMalnio MHOTO JET CIyCTS CMOXET JH00M - Kak U3 J0OphIX
o0y ICHH, TaK U C HAMEPEHUEM MPUYUHUTH BPEa. DTO MOKET OBITh KTO YT'OJIHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOI pEITyTaIUU:

1. [Toxymaii, mpexae ueM 4yTo-To MyOJUKOBATh U MepeaaBaTh y cebst B 6ore
WK B COLIMAJILHOM CETH;

2. B macrpoiikax mpoduis yCTaHOBH OTPAaHWYEHHUS HA MPOCMOTP TBOETO
pouIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "1Ist py3eit';



3. He pasmemaii u He yka3piBail nH(MOpMAIUIO, KOTOpasi MOKET KOT0-JIM00
OCKOPOJISATH MJIH OOMXKATh.

ABTOpCKOE MpaBo

CoBpeMeHHbIE NIKOJIBHUKA — aKTUBHBIE TI0JIb30BATENU  LU(PPOBOIrO
npoctpaHcTBa. OgHAKO JajieKko HE BCE 3HAIOT, YTO I0Jb30BAaHUE MHOTUMU
BO3MOXKHOCTSIMH ~ LM(poBOro  mMupa TpeOyeT  cOOMIOACHHMS  TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyalbHAass COOCTBEHHOCThH" OTHOCHTCS K Pa3IUYHBIM
TBOPEHHUSAM YEJIOBEUECKOrO YMa, HayMHas C HOBBIX H300pPETEHMI W 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSAMHU.

ABTOpCKHE MpaBa -—3TO IpaBa HAa MHTEIUIEKTyaJbHYIO COOCTBEHHOCTb Ha
IIPOU3BEJCHUSI HAYKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKME IMpaBa BBHICTYNAIOT B
KaueCTBE TapaHTUM TOTO, YTO HMHTEJUICKTYaJbHBIA/TBOPUECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yibpTaTax CBOEro TpyJAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
paspemieHuss aBTOpa HE  MOXET  BOCIPOM3BOAMTH €ro  IPOU3BEACHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IPOJIaBaTh, HUMIIOPTHUPOBATD,
MyCKaTh B MPOKAT, MyOJUYHO HCHOJHATH, MOKA3bIBATH/UCIIONHATh B ddUpE WIH
pa3memath B IHTEpHETE.

Ucnonb3oBanrue "mMUparckoro" MNpOrpaMMHOTO  OOECIIEUEHUS] MOXKET
NPUBECTM K MHOTMM pHCKaM: OT TMOTEpPH JaHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKMPOBKU TBOETO YCTPOICTBA, IJie YCTAHOBJICHA HeJeraibHas nporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIE U O€CIJIATHBIE MPOrPAMMBI,
KOTOPbIE MOKHO HaTH B CETH.

O noprane

CereBu4oK.p(h — TBOM IJIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOXEIIIh y3HATh
0 0€30IMacCHOCTH B CETH MOHSATHBIM U JIOCTYIHBIM S3BIKOM, a TP BO3HUKHOBEHHH
KPUTUYECKON CHUTyalluu OOPAaTHTHCS 3a COBETOM. A TakXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IpaskIaHUHOM !



